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ABSTRACT 

The advancements in the field of internet of things, artificial 

intelligence, machine learning, and data analytics has laid the path 

to the evolution of digital twin technology. The digital twin is a 

high-fidelity digital model of a physical system or asset that can be 

used e.g. to optimize operations and predict faults of the physical 

system. To understand different use cases of digital twin and its 

potential for cybersecurity incident prediction, we have performed 

a Systematic Literature Review (SLR). In this paper, we summarize 

the definition of digital twin and state-of-the-art on the 

development of digital twin including reported work on the 

usability of a digital twin for cybersecurity. Existing tools and 

technologies for developing digital twin is discussed.  

CCS CONCEPTS 

• Security and privacy~Intrusion/anomaly detection and malware 

mitigation~Intrusion detection systems • Security and 

privacy~Intrusion/anomaly detection and malware mitigation 

• Computing methodologies~Modeling and simulation~Simulation 

types and techniques~Real-time simulation 
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1 Introduction 

The shift towards the 4th industrial revolution and Industry 4.0 has 

increased the level of automation of the industrial systems and 

processes and connectivity between them. In this revolutionary 

trend, one of the focus areas is creating transparency between the 

physical world and the digital world (cyberspace) and this led to a 

new concept, called digital twin [1]. Some related or partially 

overlapping conceptual terms are the digital counterparts, virtual 

twin, virtual object, product agent, and an avatar [2]. A digital twin 

is a replica model residing in a virtual environment that includes 

everything that is known about an object. It is a replica of physical 

counterparts that change with the current environment in real-time 

to assist in monitor, test, treat and maintain a physical system [16]. 

 

IoT is an extension and expansion of an Internet-based network that 

expands the communication among the physical world, the virtual 

world, the digital world, and the society by taking machine-to-

machine communication (M2M) to the next level [5]. With the 

increasing number of heterogeneous devices connected to IoT and 

generating data, cybersecurity is an inevitable problem that must be 

solved for the further development of IoT [4]. IoT devices are 

becoming the new weakest link in the security chain in the modern 

world making themselves a powerful amplifying platform for 

cyberattacks [10]. Thus, it must be ensured that the IoT 

cybersecurity is not an afterthought when developing and using IoT 

devices [12]. While digital twin is regarded as one of the top 

technological trends, and more and more industries are looking into 

the usability of this technology to optimize the development and 

maintenance of their systems and processes, very less is known or 

published on the topic of usability of a digital twin for 

cybersecurity. This paper presents our work on an exploratory 

study, using a literature review, to review the published work on 

digital twin and their usability for cybersecurity. The concept of the 

digital twin was first coined by Michael Grieves back in 2002 at the 

University of Michigan [19]. Furthermore, this concept was greatly 

expanded in his book called, Virtually Perfect: Driving Innovative 

and Lean Products through Product Lifecycle Management [18]. 

Probably, the first definition of the digital twin was given by NASA 

as “an integrated multi-physics, multi-scale, probabilistic 

simulation of a vehicle or system that uses the best available 
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physical models, sensor updates, fleet history, etc., to mirror the life 

of its flying twin. The digital twin is ultra-realistic and may 

consider one or more important and interdependent vehicle 

systems, including propulsion/energy storage, avionics, life 

support, vehicle structure, thermal management/TPS, etc.” [41]. 

Most literature and recent works show that this concept is mostly 

linked to maintenance, optimization, and simulation but this 

concept can also be used to enhance the safety and security of 

cyber-physical systems. 

 

The rest of the paper is organized as follows. Section 2 describes 

the multivocal literature review methodology followed, and the 

research questions addressed. Section 3 presents the results of the 

literature review. Section 4 narrates the findings regarding the 

literature review and research objectives. Finally, Section 5 

concludes the paper. 

 

This paper is part of a Master-level Business Project done by a 

student (first author) at the Institute for Energy Technology (IFE). 

This paper presents a shortened version of the work -Literature 

review – reported in the project technical report [29].  

2 Research Methodology 

In this section, an outline of the research methodology based on a 

Multivocal Literature Review (MLR), research questions and data 

collection procedure, is presented. 

2.1 Multivocal Literature Review (MLR) 

A type of SLR study where the data from both scientific and grey 

literature (GL) are accepted is referred to as Multivocal Literature 

Review (MLR). This study covers the gap between academic 

literature and industrial/practical knowledge. MLR stands where 

purely research-based surveys or studies are unable to give 

significant decisions about complex interventions and a national or 

regional context for differences in implementation. Not all SLRs 

need to include GL and become MLRs but if extending the scope 

and including GL will bring value and benefits to study, researchers 

should consider evaluating MLR [17]. 

 

The academic literature available on a digital twin is in a 

significantly limited amount. Our findings indicated that including 

GL to this study can give significant advantages as the scope of the 

digital twin is very broad and ambiguous. We found examples of 

numerous practitioners, companies and their sources being ignored 

in previous studies. Those sources can not only be academic studies 

and books but also a wide variety of unpublished non-research 

literature available online such as blog posts, white papers, 

presentation videos, and tools. Furthermore, the digital twin is a 

field of both scientific and practical interest where the research for 

this topic is growing enormously since the last decade. Besides, to 

our knowledge, we also found there is no MLR study conducted on 

this topic until now. So, we chose to conduct our study utilizing 

MLR according to the guidelines described by Garousi [17]. The 

MLR process conducted followed six steps: a) Define research 

questions, search strategy and search string, b) Define 

inclusion/exclusion criteria, c) Perform a search on the selected 

databases, d) Filter/Selection procedures among the founded 

papers, e) Review of the papers that passed filtering process and f) 

Summarise results and findings. 

2.2 Research Questions 

The main purpose of the MLR is to observe, classify, review, 

document, analyze and summarize the state of the art and practice 

related to digital twin and its use on cybersecurity. Based on the 

purpose and objective of the study, we have the following two 

research questions. 

 

RQ1: What are the reported uses of the digital twin? 

RQ2: What are the reported uses of the digital twin in cybersecurity 

for fault detection and incident prediction?  

2.3 Search Strategy 

The scope of this step is to characterize the search and evaluation 

strategy which allows thorough search of the available literature 

needed to answer the proposed research questions. This helps in 

identifying the primary sources from the scientific and grey 

literature [6]. 

 

2.3.1 Search data sources. Once the search string has been defined, 

the next step is to determine where the searches will be performed. 

We performed the searches on following digital libraries to identify 

formally published literature: IEEE Xplore; Science Direct; Google 

Scholar; ACM Digital Library; Springer Link; Web of Science. We 

have used a conventional web search engine, Google to find out the 

grey literature including white papers, blogs, articles, videos, etc. 

For searching, the rules of each search engine on an individual basis 

had been considered since the search engines have different search 

categories, constraints and various degrees of support for logical 

search keyword compositions. 

 

2.3.2 Search term. The following search string has been used to 

perform searches in the digital libraries: 

 

"Digital Twin" AND (("cyber security") OR ("cyber-security") OR 

("cybersecurity")) AND (("incident prediction") OR ("fault 

detection") OR ("prediction") OR ("detection")) 

 

2.3.3 Search process. This process allows the selection of primary 

studies from the scientific literature. This process is composed of 

four phases that follow the test-retest approach to find the scientific 

primary studies [7]. The same steps were also used to identify grey 

literature while searching on Google. The four phases are: 

Phase 1. Initial search: We will apply the search string to each 

digital resource to identify the studies/literature related to the topic 

under review. Only sections of title, abstract and keywords are 

considered in this phase to find the relevant studies. 

Phase 2. Remove duplicates: Papers found during the first phase 

of the selection process will be checked for duplicates. There may 

be the same paper retrieved from different digital sources. If any 

paper is found to be duplicated, only the paper which provides more 
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data, complete references of the publication, etc are selected for 

further process. 

Phase 3. First selection process: In this phase, all the selected 

papers after Phase 2 will be evaluated with inclusion/exclusion 

criteria. During this phase, the title and abstract of each paper will 

be reviewed. If the paper is out of the inclusion criteria it will not 

be selected for the further review process. But if the paper fulfils 

the criterion for inclusion then it will be included for the next phase 

of the selection process. 

Phase 4. Second selection process: The papers selected after 

Phase 3 will be thoroughly reviewed. It is a rigorous study to 

evaluate whether a paper contains relevant information for the topic 

under review. If the paper contains non-relevant information, it will 

not be selected. The quality of the work presented in the paper is 

also performed in this phase. 

 

2.3.4 Search selection. The inclusion/exclusion criteria are a 

method for source selection if the papers retrieved from the 

searches can be included or excluded in the study. 

  

Inclusion Criteria 

The criteria for the inclusion are: 

• The literature should explicitly discuss the state of art 

concepts of the digital twin. 

• The literature must be related to the research questions. 

• The literature should discuss various implementations of 

the digital twin. 

• The literature should discuss the application of digital 

twins in cybersecurity. 

• The literature should have its implementations discussed 

in detail. 

 

Exclusion Criteria 

The criteria for the exclusion are: 

• The literature that is written in any language other than 

English. 

• The literature where the abstract and full text is not 

available. 

• The literature that is not relevant to our research.  

• The literature that is duplicated/repeated. 

 

2.3.5 Search execution. From the search strings, a total of 751 

articles were retrieved, 660 articles were excluded at the first phase 

after the Title, Keywords and Abstract were reviewed. And this 

resulted in 91 articles being selected from Phase 1. In Phase 2, all 

the duplicate articles were removed, which left 77 articles. And 

then, those articles were checked with inclusion/exclusion criteria 

which reduced the total articles to 48. After the final phase – Phase 

4- of quality assessment, the total number of final selected papers 

was 17. The detail categorization and analysis of the search results 

as per the individual database in each phase are shown below. 

 

Digital 

Source 

No. of 

Initial 

Result 

Phase1 Phase2 Phase3 Phase4 

IEEE Xplore 1 1 1 1 1 

Science 

Direct 

47 14 14 10 1 

Scopus 50 8 6 5 3 

Google 

Scholar 

587 56 45 28 11 

SpringerLink 65 11 10 3 1 

Web of 

Science 

1 1 1 1 0 

Total 751 91 77 48 17 

Table 1 Overall search results per digital database 

 
For grey literature, firstly, we performed a google search using the 

general terms and keyword based as defined in Section 2.3.2. The 

search string resulted in 9 articles along with over 3800 results in 

the News section and around 3000 results in the Videos section. We 

have observed that pertinent results usually appear only in the first 

few pages. We have checked the first 10 pages (i.e., somewhat a 

search “saturation” effect) and only continued further if needed, 

e.g. when the 10th page results still looked relevant and not 

mentioned in the previous pages. From these grey sources, we have 

selected approximately 5 sources including a YouTube video, 

blogs, and news articles. Google chrome browser was used for the 

search where the respective google account was logged out and all 

the sessions and browsing history were cleared to ensure that the 

search results will not be directed towards one’s preferences. The 

selected grey articles are [39], [40], [42], [43], [44]. 

 

To ensure the inclusion of all relevant articles, we have used 

forward and backward snowballing as recommended by MLR 

guidelines, on the set of sources already in the pool. Forward 

snowballing is identifying articles that have cited the articles found 

in the search and backward snowballing is identifying articles from 

the reference lists. The articles found after snowballing are [2], [9], 

[22], [30], [31], [32], [35], [36], [37], [38]. 

 

All the finalised articles were used to answer two research 

questions listed in Section 2.2. The sources and their relevance to 

the appropriate research questions are shown below: 

 

Research Questions References 

RQ1 [2], [9], [15], [22], [24], [27], [30], [31], 

[32], [34], [35], [36], [37], [38], [39], 

[40], [42] 

RQ2 [3], [10], [11], [13], [14], [15], [16], 

[21], [24], [27], [31], [33], [35], [43], 

[44] 

Table 2 Sources and their relevance to research questions 
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3 Results 

In this section, the authors present the results of the MLR according 

to the research questions.  

3.1 RQ1: What are the reported uses of the digital 

twin? 

To answer this question, we have collected information related to 

digital twin concepts, implementation, case studies in industrial 

sectors. 

 

The digital twin concept has become one of the most exciting R&D 

areas in autonomous and intelligent manufacturing with the rapid 

development of advanced technologies in mechanical, electrical 

and information technologies, as well as virtual simulation and data 

acquisition technologies [38]. Smart manufacturing is one of the 

strategic priorities shared by all the major manufacturing initiatives 

such as Industry 4.0 and the Industrial Internet [36]. Manufacturing 

is shifting from traditional knowledge-based intelligent 

manufacturing to data-driven and knowledge-enabled smart 

manufacturing which is supported by smart technologies such as 

IoT, digital twin, big data and cyber-physical systems (CPS) [36]. 

 

As Chris O’Connor stated, digital twin, can be implemented for 

whole product life cycle management (design, production, 

operation, testing to maintenance) [42]. In the product design 

phase, the digital twin can be used to design new products in a more 

responsive, efficient, and informed manner. The authors of [36] 

discussed how System of Systems (SoS) level digital twin can 

shorten the design cycle with great improvement in the process and 

also reducing the cost in terms of time and money. Similarly, 

authors of [31] proposed a digital twin model of a tool system and 

discussed how a feedback mechanism of a digital twin can 

effectively help to correct errors in the tool system design stage. 

Digital twin replaces the traditional design processes and practices, 

that used a “build it and tweak it” approach, instead, this concept 

allows manufacturers to validate the design against the 

requirements in the early stages of the process [34]. And several 

companies (e.g. NASA and US Air Force) had applied the digital 

twin technology in the product design phase to predict the future 

performance and status of the system built [38]. 

 

In the product manufacture phase, with the use of a digital twin, the 

manufacturing system can be highly enhanced [38]. A digital twin 

of a system can enclose Industry 4.0 along with Information and 

Communications Technology (ICT) advances such as CPS, IoT and 

cloud computing which are not only helpful in the development and 

design stages but also in the production stages to check that 

production is running smoothly, detect wear and tear without 

needing to halt production or predict component failure and other 

disruptions [2] [35]. Digital twin plays a pivot role as the impetus 

in the vision of the “smart manufacturing” and can influence future 

manufacturing from the following aspects [27]: 

• Digital twin for manufacturing assets: All the 

manufacturing assets can be connected and replicated in 

cyberspace via their digital twin. 

• Digital twin for people: Digital twin can also represent 

people/workers including their data (weight, health data, 

activity data, and emotional status) which can aid in 

establishing models to better understand the wellbeing 

and working conditions of humans in a factory. 

• Digital twin for factories: A live factory environment can 

also be abstracted with digital twins with its complete 

operational visibility and flexibility. 

• Digital twin for production networks: By connecting 

manufacturing assets, people and service via digital twin, 

every aspect of business can be virtually represented. 

 

Furthermore, this is often a case that the global trend tends to focus 

on fostering a pure machine to machine manufacturing 

environment in the future where it overlooks the impact of the 

human component on production and business performance. In 

[24], a human-centric paradigm within Industry 4.0 towards Smart 

Factory harnessing the technology of digital twin has been 

presented. Their main aim is to deliver ubiquitous valuable 

knowledge within and among all the elements of the smart factory 

(including employees) to achieve full information symmetry. For 

this, an architecture of the Service-oriented digital twin is defined 

where apps and services are used which can be accessed at any 

place and at any time via the cloud enabling both on-site and remote 

monitoring. 

 

In the product operation and maintenance phase, the digital twin 

can be implemented to improve the safety and reliability of any 

system. Fault prediction based digital twin if used in the life cycle 

of the system can be of great significance to improve the reliability, 

availability, and safety of the equipment or machine. With a digital 

twin, it is possible to process information from complex or different 

sources and monitor the real working conditions. The prediction 

results can be placed in the digital model to show the accuracy of 

the cutting amount or the better feed of the tool system and system 

behaviour can be automatically optimised [31]. 

 

In summary, as stated in [32], the various applications of the digital 

twin in industrial production can be summarised: Increased 

productivity; Reduced complexity; Time and cost savings; 

Identification of new business fields; Increased quality; Increased 

cyber-security; Reduction or risks; Increased efficiency; Improved 

safety and reliability; Real-time remote monitoring and control; 

Predictive maintenance and scheduling; Scenario and risk 

assessment; Efficient and informed decision support system; Better 

documentation and communication. 

 

Some common examples are: Tesla is working on developing a 

digital twin for every car it produces, allowing for synchronous data 

transmission between cars and its factory [38] to improve the safety 

and reliability of the vehicles. DNV GL explains the major incident 

that happened in the North Sea where unmanned barge collided 
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with offshore oil platforms [39] could have been predicted if 

implemented digital twin [40]. Similarly, [37] presents a proposal 

for reengineering the structural life prediction and management 

process with a real-life scenario for an aircraft where each type of 

physics has its separate model. Laaki et al. [22] demonstrated a 

digital twin framework to perform remote surgery, investigating 

mobile networks. 

 

Current commercial and open-source digital twin solutions 

We explored currently available tools and technologies which are 

either fully commercial or open-source solutions. Some of the 

commercial software solutions implementing industrial digital twin 

technology are [29] [9]: General Electric (GE) digital twin, 

Windchill developed by PTC, Dassault Systèmes (DS) software 

called “Built to Operate”, DXC’s digital twin, “Simcenter 3D” 

developed by Siemens, Bosch IoT Suite, Microsoft’s IoT service, 

Seebo digital twin, and ANSYS Twin Builder. On the other hand, 

the opensource community is also increasingly developing 

software and hardware solutions for the experiments in Industry 4.0 

and Smart Manufacturing. Nonetheless, there are only a few 

opensource tools for developing digital twins: Eclipse Ditto and 

CPS Twinning [15]. 

3.2 RQ2: What are the reported uses of the digital 

twin in fault and incident prediction? 

Through this research question, our goal was to explore digital twin 

implementation in cybersecurity for fault and incident prediction 

through the retrieved primary studies. We describe reported use 

cases of digital twins to improve the security of a system and to 

support security analysis.  

  

Intrusion Detection 

In a study conducted by Eckhart and Ekelhart [13], the authors 

presented a framework called CPS Twinning where the input to any 

system is implicitly defined so as it is relevant to security and safety 

analysis to detect intrusions. In another study [14], the same authors 

extended their framework, CPS Twinning so that digital twins can 

be generated based on the specification of CPSs. Intrusions can be 

easily detected with a real-time comparison of specification-based 

digital twin signals and real device signals. Additional security 

rules can be defined in the specifications for continuous safety and 

security. The same authors gave a new framework based on digital 

twin “A Cyber Situational Awareness Framework” where they 

combine their previous works to add more features such as visual 

feedback to users for detected intrusions and ‘record and replay’ 

feature that assists in recovering past states [15].  

 

Anomaly Detection 

In a study conducted by Gaikwad et al. [16], the authors concluded 

that the digital twin approach in additive manufacturing (AM) can 

detect potential anomalies introduced through malicious cyber-

physical intrusions while utilizing in-situ sensor data and machine 

learning. A similar approach is presented in [3], where a digital twin 

architecture for AM is introduced that uses a formal specification 

language, signal temporal logic (STL). This digital twin 

architecture will detect anomalies on each process signals if any 

STL specification is violated.  

 

A digital twin, specifically called dynamic digital model (DDM), 

proposed for transmission systems is proven to detect 

failures/anomalies before they occur by simulating the current 

signals with historical data or data trend and comparing with the 

measured signals [21]. 

 

Another interesting idea is presented by Dr. Datta on the digital 

twin in the form of digital swarm or flock [11], where hundreds of 

instances of the physical event are created as a digital duplication 

which may provide a wealth of information/data to understand 

patterns, predict faults, detect anomalies and use true “big” data to 

feed other functions such as security threats policy, intruder 

detection. 

 

Monitoring (Remote and On-site) 

A service-oriented digital twin becomes a virtual representation of 

the CPS enabling ubiquitous knowledge accessible at fingertips 

through apps and services. This model can provide remote 

monitoring through different services such as fault diagnosis and 

state monitoring service, prognostics and scenario optimisation 

service, manufacturing scenario execution service and the 

notification service. The same model also enables on-site 

monitoring with all those remote services and in addition 

“Augmented Assistance & Tutoring Service” [24]. A similar type 

of model is developed by STEP Tools Inc. [27], called Digital twin 

machining application that allows real-time remote monitoring 

through Web-based applications to access all the data in the Digital 

Twin. Another tool MTConnect-based Cyber-Physical Machine 

Tool allows near real-time remote machine monitoring [27]. 

 

Virtual Commissioning 

A six-layer digital twin architecture presented in [33] consists of a 

practical layer, capable of the role of virtual commissioning. The 

digital model can control the sequence of process events without 

data flow between the physical and digital objects. This is essential 

when rapid prototyping and testing are needed. For example, 

detecting misconfiguration while testing on the virtual environment 

before integrating with the real environment, detecting 

manipulation by an attacker when the physical device is not 

consistent, perform system tests on virtual model and simulation 

[13]. This approach can lead to better product quality and increased 

safety. 

 

Autonomy 

The digital twin can be used for forward simulations to anticipate 

the consequences of actions in each situation. This information can 

be used to create autonomous systems that are able to execute high-

level task specifications without explicitly being programmed. 

These systems can take autonomous decisions over action 
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alternatives to react to variation in products, production volume and 

the context of intrusions, cyber-attacks or in case of fault detection 

[35]. An example of an autonomous system is given in [10], where 

the digital twin supports the simulation of Smart Car’s operational 

lifecycle to perform security, safety and operational analyses, 

predict insights and create analytics-based decisions that are 

automatically sent to respective stakeholders, either suggesting 

operational changes or performing operational decisions with or 

without human interventions. 

 

Predictive Analytics 

The digital twin based predictive maintenance software takes in the 

real-time data and analyses it against historical data about the 

physical models’ failure modes, their criticality, their weak parts 

and scenarios where the physical model can be possibly infiltrated 

[44]. The future condition of a physical twin can be predicted 

before any malfunction occurs by forecasting errors and problems 

in facilities [33]. Similarly, ABB [43] presented their work on how 

digital twins can be integrated into the marine industry. The digital 

twin is implemented onboard and onshore and the data collected in 

their model in onboard twin goes through edge analytics to predict 

the condition of the actual physical asset and the information is sent 

onshore for cybersecurity analysis. 

Similarly, [31] proposes a new model called the five-dimensional 

digital twin model of tool system over the three-dimensional model 

presented in most studies. This model performs data analytics 

(descriptive analytics, diagnostic analytics, predictive analytics, 

and prescriptive analytics) for identifying fault patterns and making 

decisions.  

 

Documentation and communication 

The digital twin provides a mechanism for identifying and 

describing behaviors and can be used as a mechanism for 

communication and documentation to illustrate equipment 

behaviors [33]. 

4 Discussions 

The literature review conducted presents a detailed analysis of the 

concept of digital twin, its definition, its history, and use cases. The 

review started with the justification of the need for the MLR and 

grey literature and followed by the MLR settings to extract 

necessary literature relevant to the study under review. It involved 

an examination of the literature found in the database using a search 

string. The main aim of the review was to answer the research 

questions mentioned in Section 2.2. The literature review focused 

on those studies that addressed proper concepts of digital twin and 

its application on cybersecurity as reported by scientific and grey 

literature. The papers preferred after source selections (i.e. 

mentioned in Section 2.3.5) were published in the last 10 years with 

an increase in studies since 2015. Most research is done by the 

organizations in Europe, North America. Some of the companies 

are such as DNV GL – Digital Solutions, IFE, General Electric, 

Hirotec Corporation, Rockwell Automation, ABB and Siemens [4]. 

The results of the different literature evaluations, the conclusions 

of the analyzed studies and the perceived benefits of their authors 

allow us to conclude that digital twin has potential in the industrial 

sector and can be extended to many other fields for improving 

safety and security.  

 

Our paper contributes a new procedure for performing MLR that 

establishes all the steps involved in the search and evaluation 

strategies to get the quality primary studies from both the scientific 

and grey literature sources. The procedure is based on the practices 

and guidelines proposed in [17] that take into consideration grey 

literature in systematic reviews. By conducting this MLR, we 

identified multiple primary studies that were further evaluated 

using the quality assessment. After this, both research questions 

were discussed using the quality papers found in the MLR we 

performed. 

 

We found that the digital twin can be applied through the whole 

product lifecycle from concept to product implementation. One can 

simulate and evaluate a product at a conceptual stage before 

manufacturing the product itself. This usage of a digital twin has 

been proven to be applicable in autonomous industries, spacecraft 

industries, agriculture industries, and several other industries. Our 

study shows that digital twin can be used to improve the security 

and safety of the system. Digital twin, if implemented can detect 

intruders, anomalies and we can set up a notification or alarm 

service or maybe we can set up our system to automatically change 

the configuration to be safe from cyberattacks. We can utilise data 

analytics to predict future behavior. We can use the technologies of 

augmentation reality (AR) to detect the malfunction in real-time. 

There are lots of applications of digital twin through which we can 

predict the threats or faults in the system to be safe from any 

hazards. All to all, there are few grey literatures where it is 

imagined, we (human beings) will have our own digital twin to 

assist in the medical sector [45]. There is an exponential increase 

in the research on this field since the last decade. 

 

We also found different names (types) of digital twins with their 

multiple implementations. In case of any organization using high 

fidelity simulation models – Digital twin of a process or part of the 

process, it has many implementations [34] [1] such as  

• Stand Alone Digital Twin – Disconnected 

• In-line Digital Twin 

• Digital twin with optimal and model-predictive control 

techniques combined with advanced machine learning 

capabilities 

• Embedded Digital Twin.  

 

We also found new approaches using digital twin concept namely, 

Digital swarm or flock [11], Cyber Twin [2], Machine Tool Digital 

Twin (MTDT) [23], Digital Twin-based Cyber-Physical 

Production System(DT-CPPS) [12], Edge-deployed digital twin 

[46], Digital Avatar [46].  
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And, we found many different definitions of the digital twin. Some 

of them are, 

• According to Dr. Datta [11], the concept of digital twin 

posits that the flow of data, process, and decision is 

captured in a software avatar that mimics the operation. 

• The digital twin is a technology to model assets with all 

their geometrical data, kinetic functionality and logical 

behavior using digital tools [25]. 

• A digital twin is virtual (i.e. digital), it includes both 

static(i.e. design documents, process specifications, and 

so forth) and dynamic(i.e. data acquisition and 

simulation) parts, and it addresses every instance of its 

twin product or process for its total life cycle [20]. 

• The digital twin is a virtual counterpart to actual physical 

devices(entities) that combines many Artificial 

Intelligence(AI) -based technologies and methods, real-

time predictive analyses, and forecasting algorithms 

performing on top of Big Data derived from the Internet 

of Things(IoT) sensors and acquired historical data [8]. 

• The digital twin is defined as a virtual model in the cloud 

of a product, process, physical asset, that is persistent 

even if its physical counterpart is not always 

online/connected [5]. 

• The digital twin is a simulation process using physical 

models and sensors to acquire data and complete 

mapping in virtual space to reflect the corresponding 

entity’s lifecycle process [26]. 

• The digital twin is a simulation environment that can 

accurately represent the temporal dynamics of the real-

world systems [28]. 

• A virtual image of the physical device or system is 

created that simplifies the accessibility of data and 

verification of properties. This structured collection of 

data and algorithms form the device’s “digital twin” [46]. 

Hence, more research and experimental outcomes are needed to 

observe the full potential of a digital twin as a learning scope. 

5 Conclusions 

This paper presents a multivocal literature review (MLR) on the 

state of the art and practice related to digital twin and its use in 

cybersecurity. MLR includes both scientific and grey literature. In 

this paper, we have reported the published work on digital twins 

and their usage in several industrial sectors. We have also reported 

published work on the usability of a digital twin for cybersecurity, 

and the list of tools and technologies used for the development of 

digital twin. Our future work will focus on the development of 

digital twin approaches for cybersecurity incident prediction. We 

will build our approach based on the existing methods and tools 

identified through the MLR. 
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